NudopmannoHHas namMsaTKa 1151 00y4aromuXxcst

C XaXxapIM TOJAOM MOJIOLEKH CTAHOBUTHCS OOJIBIIE, 4 INKOJbHUKH OJIHHA W3
CaMbIX aKTHUBHBIX IIOJb30BaTeieid Pynera. Mexay TeM, ITOMHMO OIPOMHOIO
KOJIMYECTBAa BO3MOJKHOCTCH, MHTEPHET HECET W MpoOjeMbl. JTa IMaMATKa JOJDKHA
IIOMOYb TeO€e O€30IMacHO HaXOAUTHCS B CETH.

Komnvromepuovie eupycoi

KoMmbroTepHbId BHPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTPaMM,
OTJIMYUTENIBHOW OCOOEHHOCTBIO KOTOPOM SIBISIETCSA CIIOCOOHOCTH K pa3MHOXKEHUI0. B
JOTIOJTHEHUE K 3TOMY, BUPYChl MOTYT MOBPEIUTH WM TMOJHOCTHIO YHUYTOXHUTH BCE
daiinpl ¥ JaHHbBIE, MOJKOHTPOJBHBIE IMOJH30BATEN0, OT MMEHHM KOTOpOro ObLia
3alyleHa 3apakEHHas IIporpamMma, a TaKKe IMOBPEAWTh WM AK€ YHUYTOXKUTH
OIEpaIlMOHHYI0 CUCTEMY CO BceMM (ailaMu B 1enoM. B OonbIIMHCTBE cilyyacB
pacnpocTpaHsoTCs BUPYChl uepe3 VHTepHeT.

Merozp! 3a1UTEI OT BPEIOHOCHBIX IIPOrPAMM:

1. Ucnonb3yil COBpEMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOLINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX ITPOTPAMM;

2. IloctosnHo ycraHaBnuBail mauytu (UM@pOBBIE  3amaTKH, KOTOPHIC
ABTOMATUYECKM YCTAaHABIMBAIOTCS C LENbIO JOPaOOTKH MpPOrpaMMbl) U JpPYyTHE
OOHOBJIEHUSI CBOEH OnepalroHHON cucteMbl. CkaunBail UX TOJBKO € O(QUIMATIBHOTO
caiita pazpaborunka OC. Ecnu cyimiecTByeT pexuM aBTOMAaTHYE€CKOTO OOHOBIICHMS,
BKJIIOYAs €ro;

3. Paboraii Ha cBOeM KOMIBIOTEpPE MOJ INpaBaMM  [OJb30BaTENs, a He
aJMUHUCTpPATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpamMm
MHCTAJUIAPOBATHCS HA TBOEM IEPCOHAIBHOM KOMIIBIOTEPE;

4. Hcnomp3yii  aHTUBUPYCHBIE  IPOTPAMMHBIE  INPOXYKTBI  H3BECTHBIX
MIPOM3BOIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0as3;

5. Orpanunup (HU3NUECKUNA JOCTYH K KOMIBIOTEPY AJIsl TOCTOPOHHUX JIMIL;

6. Ucnonw3yil BHemHMe HocuTenu wuHopmaruu, Takue kak USB-¢rem-
HAaKOIUTENb, TUCK WIH (Pailll U3 HHTEPHETA, TOJIBKO U3 POBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBail KOMIbIOTEpHbIE (haliibl, MOJYYEHHBIE U3 HEHAJEHKHBIX
MCTOYHUKOB. Jlaxke Te (haidyibl, KOTOpBIE MpHCad TBOM 3HAKOMBIN. Jlydiie yTouHu y
HEro, OTHPABIISI JIU OH TeOe HX.

Cemu WI-FI

Wi-Fi — 3T0 He BuJ mepenavyd JaHHBIX, HE TEXHOJIOTHMH, a BCETO JIMIIL OpEHI,
mapka. Eme B 1991 romy HuaepnaHjackas KOMIAHHUS 3aperUCTpUpoBaja OpeHs
«WECA», uro o6o3nauaio cinoBocoyetanue «Wireless Fidelity», koTopsiit
NEPEBOJIUTCS KaK «OeCpOBOAHAS TOUHOCTDY.

Jlo Hamero BpeMeHH JoluIa Apyras adOpeBuarypa, KOTopas SIBISETCA TaKOW ke
TexHosoruei. 3to abopesuarypa «Wi-Fi».Takoe Ha3BaHue OBLIO TaHO C HAMEKOM Ha
CTaHJApT BBICIINK 3BYKOBOW TexHuku Hi-Fi, uro B mepeBone o3HA4YaeT «BBICOKAs
TOYHOCTB.



Jla OecraTHBIM HWHTEPHET-AOCTYI B Kade, OTeNsIX W a’poroprax SBISETCA
OTIIMYHOM BO3MOXKHOCTHIO Bbixoja B MHTepHeT. Ho MHOTHE SKCHepThl CUMTAIOT, YTO
obmenocrymnubie Wi-Fi cetn He SIBIISIFOTCS 0€30IIaCHBIMH.

CoBeTblI 110 6€30MacHOCTH B 001eA0CTYMHBIX ceTsax Wi-Fi:

1. He nepenaBaii cBoro inuHyto uHpopmarliuo yepes oomeaoctymnuasie Wi-Fi cetn.
PaGotast B HHMX, XKenaTenbHO HE BBOJWTH IMAPOJIM JOCTYIA, JIOTUHBI W KaKUE-TO
HOMEPA;

2. HWcnonb3yil U OOHOBISN aHTUBUPYCHBIE MporpamMMbl M Opanamayep. Tem
caMbIM ThI 00€30macuIllb ce0sl OT 3aKaYKU BUPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3zoBannu Wi-Fi otkmoun ¢pyHkmio «OO0mumid goctyn K Qaitnam u
npuHTepam». JlaHHas QYHKIUS 3aKpbiTa MO YMOJYAHHUIO, OJIHAKO HEKOTOphIE
M0JI30BATENIM AKTUBUPYIOT €€ ISl y100CTBa UCIIOJb30BaHMs B paboTe min y4eoe;

4. He ucrionb3yit nyoauunbiii Wi-Fi Ui nepegaun JHMYHBIX JTaHHBIX, HAIPUMED
JUTSI BBIXO/1A, B COIMAIbHBIE CETU WJIU DJIEKTPOHHYIO MOUTY;

5. Wcnonw3yit Tonbko 3amuineHHoe coeauHeHnue yepe3 HTTPS, a ue HTTP, t.e.
npu Habope BeO-aapeca BBoAM MMeHHO «https://»;

6.B moOwibHOM Tenedone otkimoun pynknuio «l[lomkmodenne k  WIi-Fi
aBTOMaTH4YeCKW». He nomyckali aBTOMaTHYECKOrO MOJKIIOUYEHUSI YCTPOMUCTBA K CETIM
Wi-Fi 6e3 TBoero coracusl.

COb!uaJleble cemu

CouuanbHble CETH AaKTHUBHO BXOMSIT B HAIly *W3Hb, MHOTHE JIIOJM pabOTaloT U
’KMBYT TaM IOCTOSHHO, a B Facebook yxe 3apernctprpoBaH MUJUIHAP/ YEIOBEK, YTO
SIBJISIETCS. OJHOM CeIbMOM BCEX JKUTeleH IuiaHeTbl. MHOrue mnoJb30BaTeld HE
MOHUMAIOT, YTO MH(OpMaIUs, pa3MelIeHHAs MU B COLUATIBHBIX CETAX, MOXKET OBITh
HaliJleHa ¥ UCIOJIb30BaHA K€M YIOJIHO, B TOM YHCIE HE 00s3aTeNbHO C OJaruMu
HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COIIMAIIBHBIX CETSIX:

1. Orpannyb cucoK apy3eil. Y TeOs B Ipy3bsAX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIOJICH

2. 3ammmai CBOIO YacTHYIO KM3Hb. He ykas3wiBail maposm, TenedoHbl, aapeca,
JaTy TBOETO POXACHUS U JIPYTyI0 JUYHYI MH(OpPMALNIO. 3J0YMBIIIJIEHHUKA MOTYT
UCIIOJB30BaTh Jaxxe WHGOPMAILUIO O TOM, Kak Thl U TBOM POAUTENH IUJIAHUPYETE
MPOBECTU KaHUKYJIbI,

3. 3amuinai CBOIO permyTaluio — IEPKHU €€ B YUCTOTE 3a/1aBail cebe BOIPOC XOTel
OBI ThI, YTOOBI JPYTHE MOJIB30BATEIN BUJICIHU, YTO ThI 3arpykaemb? [logymait, mpexe
YeM YTO-TO OMYyOJIMKOBATh, HAMIMCATh U 3aTrPY3UTh;

4. Ecnu TBl TOBOpHUIIb C JIOJbMH, KOTOPBIX HE 3HACIlb, HE HCHOJIb3yH CBOE
peaibHOE UMS M JIPYTYIO JIMYHYIO HWH(OpMAIMU: UM, MECTO >KHTEIbCTBA, MECTO
y4eObl U poyee;

5. W36eraii pasmemienus ¢otorpadguii B UHTEpPHETE, TJA€ Thl H300pakeH Ha
MECTHOCTH, I10 KOTOPOU MOKHO ONPEAEIUTh TBOE MECTOHAXO0XKICHUE;

6. Ilpu peructpaiuu B COIMAIbHOM CETH HEOOXOJIMMO HCIOJIb30BATh CJIOKHbBIC
MapoJIk, COCTOAIME U3 OYKB U IU(P U C KOJTUYECTBOM 3HAKOB HE MEHEE §;

7.1 counanbHOM CEeTH, MOYTHl M APYIMX CAaWTOB HEOOXOJIMMO HCIOJIb30BaTh
pasHbie mapoiu. Toraa eciu TeOs B3JIOMAIOT, TO 3JI0OYMBIIUICHHUKHU TOIy4YaT JTOCTYI
TOJIBKO K OJTHOMY MECTY, HE BO BCE Cpasy.



DnexmpoHHble OeHbeu

DNEeKTpOHHBIE JEHBI'M - O3TO OYEeHb YIOOHBIM Ccrmocod IUIaTexel, OJIHAKO
CYLIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYUYUTh 3TU JE€HBIU.

DNEeKTpOHHbIE JAEHbIM TOSBUWINCH COBCEM HEAABHO M MMEHHO HU3-3a 3TOr0 BO
MHOTHUX FOCyAapCcTBax J0 CUX MOP HE MPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YyHKIMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TIe HX
pa3eNaioT Ha HECKOJIBKO BUJOB — AaHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIia B TOM, 4TO
AHOHMMHBIE — 3TO T€, B KOTOPBIX  pa3peliaercs MNpPOBOAMTH olepauuud 0e3
UJIEHTU(PUKAIIUU TIOJB30BaTENs, & B HE AaHOHUMHBIX UJCHTU(DUKAIIMU TOJIh30BaTENs
ABJIIETCS 0053aTENLHOM.

Tak e cruegyer pa3nuuaTh OBJEKTPOHHbIE (UATHBIE JEHBIU  (PaBHBI
rOCyJIapCTBEHHBIM BaJIOTaM) U DJIEKTPOHHbIC HeduaTHbIE  JCHBIM (HE pPaBHBI
roCcyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€301MaCHOM PadOTE C NEKTPOHHBIMU JIEHbraMU:

1. IlpuBsxku K cueTy MOOWJIBHBIN TernedoH. DTO camblii yAOOHBIM W OBICTPHIN
Croco0 BOCCTAHOBHUTH JOCTYN K cueTy. [IpuBs3aHHBIH TeneoH MOMOXKET, €ciu
3a0ydemb CBOM IIATEKHBIM Tapoib WM 3aiielb Ha CalT ¢ HE3HAKOMOTO
YCTPOMCTBA,;

2. Hcnonme3yii opHopa3zoBeie mnaponu. llocne mepexoma Ha  yCHIEHHYHO
aBTOpHU3ALMIO TeOE yxe He OyJeT yrpokaTh OMacHOCTb WM IepexBaTa IUIaTEKHOIO
apoJIs;

3. BeiOGepu cnoxHbIi mapois. [IpectynHukam OyaeT He MPOCTO YrajaaTh CIOXKHBIN
napoiib. HagexHple maposin — 3T0 Mapoyiv, KOTOPbIE COAEpKAT HE MEHEE § 3HAKOB U
BKJIIOYAIOT B c€0sl CTPOYHBIE U TMPONUCHBIE OYKBBI, IUPPHI U HECKOJIBKO CUMBOJIOB,
TaKue KakK 3HaK jJojuiapa, GyHTa, BOCKIUIATeNbHBIN 3HaK 1 T.11. Hampumep, $tIRONQ!;;

4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CaliTax, KOTOPBIM HE JIOBEPSIEIIb

QJleKWIPOHH(J}Z nouma

ONEeKTpOHHAsT MOYTa 3TO TEXHOJIOTUS U TMPEJCTABISIEMbIE €0 YCIYrd MO
MEePEChUIKE U TMOJYYEHHUIO AJIEKTPOHHBIX COOOIICHUM, KOTOPBIE PACIPEACNSIOTCS B
KOMITBIOTEPHOM  CETH. OOBIUHBIA AIEKTPOHHBIA MOYTOBBIA SIIUK  BBITJISLAUT
CIICIYIOIIMM 00pa3oM: UMs TOJb30BaTeII@umMs JqoMeHa. Takxke KpoMme mepeaadn
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTh NlepeaBaTh (paibl.

OCHOBHBIE COBETHI 10 OE30MACHOM padOTe C ANEKTPOHHOMN MOUTOM:

1. Hanmo BbIOpaTh MpaBUIBLHBINA MTOYTOBBIM CEPBUCOB, OJTHAKO JIYUIIE JOBEPSTh
TEM, KOTO 3HA€lllb U KTO TNEPBbIA B PEUTHHIE;

2. He yka3piBaii B TU4YHOM moduTe JUYHYH0 wuHbopMaiuoo. Hanpumep, mydiie
BBIOpATh «My3bIKaJIbHbBIN (haHaT@ un «pok2013» BMecTo «TeMal3y;

3. Ucnonp3yit OBYXITaXKHYIO  aBTOPU3AIMIO. JTO KOT/Aa MOMHUMO IapoJiu
HY>KHO BBOJIUTH KOJI, TPUCHUIaeMbIi 10 SMS;

4. BpiOepu CIIOKHBIN Tapoiib. [ KaKI0ro MoYTOBOTO SIIHMKA JTOKEH OBITH
CBOM HAJEKHBIM, yCTOMYMBBIN K BO3PACTy MapoOJb;

5. Eciu  ecTh BO3MOXXHOCTH HamucaTh CaMOMY CBOM JIMYHBIA BOIPOC,
HCIIOJIB3YH 3Ty BO3MOKHOCTb.



6. Ucmons3yii HECKOJBKO TIOYTOBBIX SNIUKOB. [lepBBIid AJi1  YacTHOU
MEPENNCKU C aIpECaMu, KOTOPBIM Thl TIOBEPSAECIIb. DTO JIEKTPOHHBIN aapec
HE HaJI0 UCIOJIb30BaTh IIPU PEruCcTpaliy Ha (popymax u calTax;

7. He otkpbiBaii (haiinbl, U Apyrue BIOXKEHHUS B MHUChbMaX, JaXKe €CIIU OHU
MPUIILTKA OT TBOMX Apy3ei. Jlydine yTouHu y HUX, OTHPaBIISIIU JIU OHU TeOe
9T (paiIbl.

8. Ilocne okoH4aHus pabOTHI Ha IMOYTOBOM  CEpBHCE MEpel 3aKPBITHEM
BKJIAJIKH C CAliTOM He 3a0y/1b HA)KaTh Ha « «BBIATH®.

Kubepoynnune unu eupmyanvhoe uzoegamebCcmao.

KubepOymuHr — mpeciaeoBaHue COOOIICHUSIMH, COACPKAIIUMHU OCKOpOJIeHUs,
arpeccHio, 3amyruBaHue; XYJIUTaHCTBO; COLMAIbHOE OOWKOTHPOBAHHE C TMOMOIIBIO
pa3IMYHBIX UHTEPHET - CEPBHCOB.

OcHOBHBIE COBETHI 110 00pbOE ¢ KUOEPOYITMHTOM:

1. He 6pocaiics B 60ii. Jlyummmii crmoco0: mocoBeTOBaThCs, Kak ceOsl BECTH U, €CIn
HET TOro, K KOMYy MOKHO OOpaTUThCS, TO BHa4Yalle yCIOKOUThCSA. Ecinu Thl HauHENIH
OTBEYaTh OCKOPOJIEHHWSAMH Ha  OCKOpDOJICHHS, TO TOJIBKO OOJBIIE pPa30XOKENIb
KOH(JIUKT;

2. YnpaBnsil cBoell KuOeppenyTanue;

3. AHOHUMHOCTb B ceTu MHMMasi. CylIeCTBYIOT CIIOCOOBI BBIICHUTB, KTO CTOUT 3a
AHOHMUMHBIM AKKAYHTOM;

4. He crouT BecTH XyJIUTaHCKUU oOpa3 BUPTyaldbHOU Ku3HU. VIHTEepHeT
(buKcUpyeT BCce TBOU JACUCTBUS UX. Y JANUTh UX Oy/IeT KpallHe 3aTpyAHUTENIbHO;

5. Cobmroail CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii eauHuyHbIA HeratuB. OJIHOPa30Bble OCKOPOUTEIbHBIE COOOLIEHUS
Jyulie urHopupoBaTh. OOBIYHO arpeccus NPEeKpalaeTcsl Ha HaYaJIbHOM CTaauH;

7. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMH COOOIICHUSIMHU, B
COLIMAJBHBIX CETAX €CTh BO3MOXKHOCTH OJIOKHPOBKM OTHPAaBKH COOOUICHHUM C
OIPEJEIIEHHBIX aIPECOB;

8. Ecnmu T1hI cBuaerenb kubepOysumHra. TBOM NEHCTBUS: BBICTYNUTH MPOTHB
npecienoBaTensi, IoKa3aTb €My, YTO €ro JeHCTBHs OLICHMBAIOTCS HEraTUBHO,
MOJJIEP)KUBATh  JKEPTBY, KOTOPOM HY)KHA IMCHXOJIOTHYECKAass IOMOIb, COOOIIUTH
B3pOCIBIM O ()aKTE€ arpeCCUBHOTO MOBEACHHUS B CETH.

Mobunvrvlii meneghon

CoBpemeHHbIe CMapT(HOHBI W IUIAHIIETHI COAEpPkKAT B ceOe BIOJHE B3POCIbIN
GyHKIIMOHAT, ¥ TENepb OHU MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OJIHAKO CPEACTB 3allMThl JJIsi TMOJOOHBIX YCTPOMCTB TMOKa OYEHb
Maio. TecTupoBaHUE W MOUCK YA3BUMOCTBHIO B HUX IMPOHUCXOJUT HE TaK MHTEHCHUBHO,
kak jais 1K, To ke camoe kacaeTcss U MOOMJIBHBIX TTPUIIOKEHUM.

CoBpeMeHHBIE MOOWIBbHBIC Opay3ephl YK€ MPAKTUYSCKH JOTHAIA HACTOJBHBIE
aHaJIOTH, OJTHAKO paciiupeHre GyHKI[MOHaIa BIEYET 32 COO0M OOJBIIYIO CI0KHOCTh U
MEHBIIIYIO 3aIUIIEHHOCTD.

Jlaneko He Bce TMPOU3BOJUTENIM BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIIIKE
OOHOBJICHUS, 3aKPBIBAIOIINE KPUTUUECKHUE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.



OCHOBHBIE COBETHI JIJIsi 0€30MaCHOCTH MOOMIBLHOTO TenedoHa:

1. Huuero He sBisieTcss mo-HacTosiuieMy OeciuiaTHbIM. Bbyab ocTOpoXeH, Belb
Korja tebe npejiaraoT OecIlaTHBIM KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHE-TO
MJIaTHBIC YCITYTH;

2. lymaii, mpexxae yem otnpaButh SMS, poro unum Buneo. Thl TOUHO 3HACIIb, T]IE
OHHU OYIyT B KOHEYHOM UTOTe?

3. Heo0xoaumo 0OHOBIISTH ONEPALlMOHHYIO CUCTEMY TBOETO cCMapThOHa;

4. cionb3yil aHTUBUPYCHBIE TPOTrpaMMBbI 1711 MOOMITBHBIX TeIE()OHOB;

5. He 3arpyxall mpuioXeHHs OT HEU3BECTHOTO HMCTOYHHKA, BE€Ib OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPaMMHOE 00ECTICUeHNE;

6. [Tocnme 3TOrO Kak THI BBIMJEIIL C CaiiTa, TJe BBOAWI JMYHYIO HH(POPMAIHIO,
3aliI1 B HACTPOUKH Opay3epa u yaaau COOKIES;

7. Ilepuomuyeckn TPOBEPSA, KaKUE TJIATHBIE YCIIYTH aKTUBUPOBAHBI HA TBOEM
HOMEDE;

8. JlaBait cBOi1 HOMep MOOMIIBHOTO TeedOoHa TOIBKO JIOSM, KOTOPHIX Thl 3HACIIIb
1 KOMY JOBEpSCIlIb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOTJAa Thl UM HE MOJb3yelibes. He
3a0bIBail MHOT]a TPOBEPUTDH €TO.

Online uepwr

CoOBpeMEHHBIE OHJIAMH-UTPBl — 3TO KPACOYHBIEC, 3aXBaTHIBAIOLIME Pa3BICUYCHUS,
OOBEAUHSIONINE COTHU ThICSIY YEJIOBEK MO BceMy MHpY. Mrpoku mccneayroT AaHHBIN
UM MHp, OOLIAIOTCA IPYT € JPYTOM, BBIOMHSIOT 3a/1aHMs], CPAXKAKOTCSI C MOHCTPaAMU U
NOJIy4alOT OIBIT. 3a YJIOBOJBCTBHE OHM IUIATAT: TOKYIMAOT JHCK, OIUIAYMBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKKE-TO OIIIMH.

Bce »Tm cpeactBa uayT Ha MOJJEp)KaHWE M pa3BUTHE, HA O€30MaCHOCTH:
COBEpIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMHU, BBIITYCKAIOTCS HOBbIE HaTuu (LU(POBBIE
3aIyIaTKyU 71 IPOTrpaMM ), 3aKpbIBalOTCS ySI3BUMOCTH CEPBEPOB.

B nogo6HBIX Urpax CTOUT HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO KPACKH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa aBTOPHU3allMU OOJBIINHCTBA UTP.

OCHOBHBIE COBETHI IO 0€30MTACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu papyroit urpok BejeT ceOsi IUIOXO WM CO3/1aeT TeOe HENMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Iloxanyiicda aIMUHUCTPATOPAM WUIPbl HA IUIOXOE€ IMOBEACHUE STOr0 HUIPOKa,
YKEJAaTeJIbHO MPUJIOKUTh KaKHUe-TO JI0Ka3aTeIbCTBa B BUJE CKPUHOB;

3. He yka3spiBail tnuHyr0 uHOpMaIuio B podaiisie urpsi;

4. YBaxai Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBait HeopuIlMaabHbIe TATYH U MO/IBI;

6. Mcnosib3y#i CIOKHBIE U Pa3HbIE MMAPOJIH;

7. Jlaxxe BO BpeMsl UT'Pbl HE CTOUT OTKJIO4aTh aHTUBUPYC. [I0Ka ThI Urpaeuib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

Duuiune unu Kpaxca IuyHblX OaHHbIX

OOBIYHOM Kpaxell JeHEer W JOKYMEHTOB CErOJHs y>K€ HHUKOIO HE YJIUBHUILIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUH 3JI0YMBIIIJICHHUKN IepeMecTUInuch B HTEpHET, n
IPOAOJKAIOT 3aHUMATHCSA «JTFOOUMBIMY JETIOM.



Tak mosiBMIaCh HOBasi yrpo3a: WHTEPHET-MOIIEHHUYECTBA WIN (PUIIMHT, TIaBHAs
1[eJb KOTOPBIX COCTOUT B MOJYYEHUH KOH(MUIECHIMAIBHBIX JAHHBIX MOJb30BaTEIeH —
JOruHOB M mapojeii. Ha anrimiickom s3bike phishing uuraercs kak ¢umuar (ot
fishing-peiOHas stoBss,password-napois).

OcHOBHBIE COBETHI IO 00pbOE C (UITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecim Tl momo3peBaenib, 4TO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBATh €€ U COOOIINTh aJIMUHHUCTPATOPaAM
pecypca 06 3TOM Kak MOKHO CKOpee;

2. Ucnonw3yii Oe3onacHble BeO-CaliThl, B TOM 4YHUCJE, WHTEPHET-MAara3uHoB B
MOMCKOBBIX CHCTEM;

3. Ucnionw3yii ClOXKHBIE U pa3Hble mapoiiu. Takum oOpa3om, eciu Te0si B3J10MaloT,
TO 3JI0YMBIIUIEHHUKH MOIYy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, HE
KO BCEM;

4. Ecau t1e0s B31OManu, TO HEOOXOAUMO NPEayNpeauTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE J100aBJIEeHBI y T€OSI B APY3bsiX, O TOM , YTO T€Os B3JIOMAaId M, BO3MOXHO, OT
TBOET0 UMEHHU OYyJIET PaCChUIATHCA CIIaM U CChUIKU Ha (DPUIITMHTOBBIE CANTHI;

5. Ycnous Hanexubit napois (PIN) Ha MoOMIIBHBIN TenedoH;

6. OTKIIIOUM COKpaIteHue naposs B opaysepe;

7. He oTkpwiBail (ailyibl 1 qpyTUE BIOKEHUS B MUChMaX JaXKe €CITU OHU TPHIILTN
OT TBOMX JApy3el. Jlydie yrounu y HuX, OTIPaBUIIHN JIU TeOe 3T (Paiisbl.

Lugposas penymayus

[Mudposas penyTanust - 3T0 HEraTUBHAS WK MO3UTUBHAS MHPOpPMALMS B CETU O
tebe. Komnpomerupyromass  unpopmanus, pasmenieHHas B MHTepHere, MOXeT
CEpbE3HBIM 00pa30M OTPA3UTHCS HA TBOEH peanbHOM ku3HU. «[{udpoBas pemyranus»
- 9TO TBOW UMUK, KOTOPBII hopMupyeTcst u3 nHdopmaiuu o Tede B UHTEPHETE.

TBoe MecTO XKMUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTU
XapakTepa U pacckasbl 0 OJU3KUX — BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCITCS K IMyOJMKAalMu JIMYHOU
uHdopmaruu B VHTEpHETE, HE MOHWMAs BO3MOXKHBIX TOCIEIACTBUN. ThI Jaxke HE
CMOXKeIIb J0rafatbcsa O TOM, uTo (oTorpadus, pa3MmelleHHas S5 JeT Ha3aja, craja
NPUYUHON OTKAa3a MPUHATH T€0s Ha paboTy.

KomMmenTapuu, pasmenienue TBoux ¢ortorpapuii U Apyrue AEHCTBUS MOTYT HE
VCUYE3HYTh JIaK€ IOCJE TOr0, KaK Thl MX YBUJMIIb. Thl HE 3HACIIb, KTO COXPAaHWII ATy
uH(popManuio, momnajia J1u OHa B MOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIU, a TJIABHOE
YTO MOAYyMalOT O TeOE OKpYIKAIOIIUE JIFOAU, KOTOphle HaWIyT U yBUIAT 3T0. Haiitu
UH(GOPMAIUIO MHOTO JIET CITYCTS CMOXET JIF000M — Kak U3 JoOpBIX MOOYKICHUM, TaK
U C HAMEPEHUEM MPUYUHUTH Bped. ITO MOXKET ObITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3alIUTE HUPPOBOI peryTalUH:

1. [Togymaii, mpexae ueM 4To-To MyOJMKOBATh U MepeaaBaTh y ceOs B O6J0ore uiu B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npoQuis yCTaHOBH OTpaHUYEHUSI HA IPOCMOTP TBOETO MPOQHIIs
U €ro COAEPKUMOTO0, CIAETIal ero TOJIbKO «IUIS APY3en»;

3. He pasmemaii u He yka3piBall MH(OpMaLUIO, KOTOpas MOXET KOro-indo
OCKOPOJIATH WJIN OOMKATh.



Asemopckoe npaso

CoBpeMeHHbIE  IIKOJBHUKA —  aKTUBHBIE  IOJIB30BATENM  LU(PPOBOTO
IPOCTPAHCTBA.

OpHako Jalleko HE BCE 3HAIOT, YTO IOJb30BaHHME MHOTMMH BO3MOXHOCTSMHU
1upoBOTO MUpPa TPEOYIOT COOITIOICHUS TIPAB HA HHTEIIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun «UHTEJIEKTyallbHass COOCTBEHHOCTb» OTHOCHUTCS K Pa3jIMYHBIM
TBOPEHUSM  YEJIOBEYECKOTO yMa, HauWHas C HOBBIX M300pPETEHHMH M 3HAKOB,
0003HAYAIOMINX COOCTBEHHOCTh HA MPOAYKTHl W YCIyTd, M 3aKauyuBas KHHUTaMH,
doTorpadgusiMu, KHHOPHUIBMaMH U MY3bIKQJIbHBIMUA ITPOU3BEICHUSMH.

ABTOpCKHE TmpaBa — O5TO MpaBa HAa  NPOU3BEICHUS HAYKH, IUTEpaTyphl H
ucKyccTBa. VHTemneKkTyanbHyl0 COOCTBEHHOCTb. ABTOPCKHE IpaBa BBICTYNMAIOT B
KayecTBe TapaHTUW TOTO, YTO HWHTEIUICKTYaJbHBIA (TBOPYECKHI) TPyZ aBTOpa HE
Oyder HampacHbIM, JacT €My CIHpPaBEeIJIMBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTaXx CBOEro TpyJa, IMOJYy4YUTh H3BECTHOCTh M npusHaHue. Hukro 6e3
pa3peleHusl aBTopa He MOXET BOCIPOU3BOJUTH €ro MPOU3BEICHHUE, PACTIPOCTPAHUT,
nyOJIMYHO JEMOHCTPUPOBaTh, MPOAaBaTh, HMMIIOPTUPOBATh, IyCKaTb B IPOKAT,
nyOJIMYHO UCTIONHATD, TOKa3bIBaTh/UCIIOIHATH B 3(pupe miu pasmemars B HTepHere.

Hcnonp3oBaHue «IUpaTcKoro» MpOrpaMMHOTO OOECTIeUeHHUs] MOXKET NMPUBECTH K
MHOTUM PHCKaM: OT MOTEpPH K TBOMM aKKayHTaM 10 OJOKMPOBKU TBOETO yCTPOMCTB,
I7I¢ yCTAaHOBJCHHBIA HE JeranbHas mporpamma. He crouT Takxke 3a0bIBaTh, 4TO
CYIIECTBYET JIETAIbHBIC U OECIUIaTHBIE TPOTPAMMBI, KOTOPHIE MOYXHO HAWTH B CETH.

O nopmane

CereBruoK.pd — TBOH TJIaBHBIM COBETYMK B CETH. 3J€Ch Thl MOXKEILIb y3HATh O
0€30MacHOCTH B CETH MOHSATHBIM M JOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTUYECKON CUTyallud OOpaTHTHhCS 3a COBETOM. A TakKe NPHUHATh ydacTHe B
KOHKYpCax M CTaTb CaMbIM ITU(POBBIM IpaskIaHUHOM!



